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Likewise Open ðBackground

ÆGoal ðLikewise Open is the umbrella project 

sponsored by Likewise Software designed to provide 

an interoperability platform for non-Microsoft clients 

existing in Microsoft OS dominated networks.

ÆProject officially launched Nov. õ07

ÆL-CIFS development began in Jan. ô09

Æ License ðCombination of GPLv2+ and LGPLv2.1+

ÆNon-Likewise components (e.g. OpenLDAP and 

MIT Kerberos) remain under their original license.
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http://www.likewiseopen.org/
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Likewise Open Components

Æ All are single process, threaded services

Æ lwiod ðLikewise I/O Manager

Æ lsassdðLikewise Security Authority

Æ srvsvcd ðServer and Workstation RPC Services

Æ netlogondðDomain Control locator

Æ dcerpcdðDCE/RPC endpoint-mapper

Æ eventlogd ðLocal/Remote logging service
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Architectural Overview
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Likewise I/O Manager
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Likewise I/O Manager

Æ Provides an API inspired by the Windows 

ZwCreateFile(), et. al. interface

ÆMakes use of I/O request packets (IRPs) to 

communicate with drivers

ÆDrivers are loaded at run time by the I/O Mgr core

Ærdr.sys.so ðSMB client file system

Ænpfs.sys.so ðNamed pipe file system

Æpvfs.sys.so ðPOSIX compatible file system

Æsrv.sys.so ðSMBv1 & v2 server protocol head
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I/O Mgr API

Æ IoCreateFile, IoCloseFile

Æ IoReadFile, IoWriteFile

Æ IoDeviceIoControlFile, IoFsControlFile

Æ IoQueryXXXInformation, IoSetXXXInformation

ÆFile, Directory, Volume

Æ IoLockFile, IoUnlockFile

Æ IoQuerySecurityFile, IoSetSecurityFile
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I/O Mgr Client API
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// Client IPC calls defined in <lwio/ntfileapi.h>

// Internal iomgr calls defined in <ioapi.h>

LW_NTSTATUS

LwNtCreateFile(

LW_OUT PIO_FILE_HANDLE FileHandle,

LW_IN LW_OUT LW_OPTIONAL PIO_ASYNC_CONTROL_BLOCK AsyncControlBlock,

LW_OUT PIO_STATUS_BLOCK IoStatusBlock,

LW_IN  PIO_FILE_NAME FileName,

LW_IN  LW_OPTIONAL LW_PVOID SecurityDescriptor, 

LW_IN  LW_OPTIONAL LW_PVOID SecurityQualityOfService,

LW_IN  ACCESS_MASK DesiredAccess,

LW_IN  LW_OPTIONAL LONG64 AllocationSize,

LW_IN  FILE_ATTRIBUTES FileAttributes,

LW_IN  FILE_SHARE_FLAGS ShareAccess,

LW_IN  FILE_CREATE_DISPOSITION CreateDisposition,

LW_IN  FILE_CREATE_OPTIONS CreateOptions,

LW_IN  LW_OPTIONAL LW_PVOID EaBuffer,

LW_IN  LW_ULONG EaLength,

LW_IN  LW_OPTIONAL PIO_ECP_LIST EcpList

);
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IRP_TYPE_CREATE

9

typedef struct _IRP_ARGS_CREATE {

IN PIO_CREATE_SECURITY_CONTEXT SecurityContext;

IN IO_FILE_NAME FileName;

IN ACCESS_MASK DesiredAccess;

IN OPTIONAL LONG64 AllocationSize;

IN FILE_ATTRIBUTES FileAttributes;

IN FILE_SHARE_FLAGS ShareAccess;

IN FILE_CREATE_DISPOSITION CreateDisposition;

IN FILE_CREATE_OPTIONS CreateOptions;

...

} IRP_ARGS_CREATE, *PIRP_ARGS_CREATE;

typedef struct _IRP {

IN  IRP_TYPE Type;

OUT IO_STATUS_BLOCK IoStatusBlock;

IN  IO_DRIVER_HANDLE DriverHandle;

IN  IO_DEVICE_HANDLE DeviceHandle;

IN  IO_FILE_HANDLE FileHandle;

IN  union {

IRP_ARGS_CREATE Create;

. . .

} Args;

} IRP, *PIRP;
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Driver Namespace

Æ All drivers register a supported namespace

ÆFor example, ò\pvfsó and ò\npfsó

Æ The LwNtCreateFile() Client API call must include 

the driver namespace prefix in the filename.

ÆPrefix is stripped by the I/O Mgr before sending 

the IRP to the correct driver

Æ A Win32 compatibility layer can be provided to 

insulate end-user applications

ÆE.g. CreateFile(ò\\server\share\file.txtó)

10



Storage Developer Conference 2009                                                                                            

© 2009 Gerald Carter, Likewise Software.  All rights reserved.

LwNtCreateFile Example

$> test_pvfs  -- cat /pvfs/etc/hosts

## /etc/hosts

127.0.0.1 localhost

127.0.1.1 sequoia.ad.plainjoe.org sequoia

IopIpcCreateFile

IoCreateFile

IopIrpDispatch

IopDeviceCallDriver

PvfsDriverDispatch

PvfsCreateFile

LwNtCreateFile

LwMsg
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I/O Manager Async Calls

ÆOnly the internal API support async calls currently

Æ IoXX() calls accept an async control block

ÆDriver can return PENDING to any request

ÆThe I/O Mgr simply blocks the caller thread on 

synchronous requests

Æ ACB->AsyncCancelContext

ÆCan be used to cancel the pending request
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typedef struct _IO_ASYNC_CONTROL_BLOCK {

IN  PIO_ASYNC_COMPLETE_CALLBACK Callback;

IN  PVOID CallbackContext;

OUT PIO_ASYNC_CANCEL_CONTEXT AsyncCancelContext;

} IO_ASYNC_CONTROL_BLOCK, *PIO_ASYNC_CONTROL_BLOCK;
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I/O Manager Async Calls (cont)
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Core API

PVFS

Lwiod

Dispatch(IRP)

IoMarkPending() IoIrpComplete()

STATUS_PENDING STATUS_XXX



Storage Developer Conference 2009                                                                                            

© 2009 Gerald Carter, Likewise Software.  All rights reserved.

SRV & NPFS Drivers
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SRV.sys.so ðSMB Protocol Head

Æ Support for SMBv1 and SMBv2

ÆNo NetBIOS support (only tcp/445)

ÆNTLM 0.12 dialect or later

Æ Supported Clients

ÆWindows XP/2003 and later

ÆOS X and Linux clients forthcoming

ÆUser mode security

ÆDomain member and local authentication
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SRV.sys.so - Architecture
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Lwiod

SMBntcreate&X Example
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DCE/RPC & Named Pipes

ÆNPFS driver implements an in-memory named pipe 

file system

ÆDCE/RPC runtime supports clients and servers using 

the NPFS driver in lwiod

ÆRegisters an ncacn_np endpoint for server 

applications using LwNtCreateNamedPipeFile()

ÆThe client runtime calls LwNtCreateFile() to open a 

pipe on a remote host
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DCE/RPC Clients & Servers
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