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Likewise Open ςWho are we?

ÅGoal ςLikewise Open is the umbrella project 
sponsored by Likewise Software designed to provide 
a grounds-up Windows compatible distributed 
systems platform for Linux

ïtǊƻƧŜŎǘ ƻŦŦƛŎƛŀƭƭȅ ƭŀǳƴŎƘŜŘ bƻǾΦ Ωлт

ï[²L{ ŘŜǾŜƭƻǇƳŜƴǘ ōŜƎŀƴ ƛƴ WŀƴΦ Ωлу

ïL-/LC{ ŘŜǾŜƭƻǇƳŜƴǘ ōŜƎŀƴ ƛƴ WŀƴΦ Ψлф

ÅLicense ςCombination of GPLv2+ and LGPLv2.1+

ïNon-Likewise components (e.g. OpenLDAP and MIT 
Kerberos) remain under their original license.
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http://www.likewiseopen.org/



What does this mean?

ÅA new architecture for SMB/CIFS
ï User-mode  I/O Framework  and associated user-mode drivers

ïSMB redirector

ïSMB server

ï Named pipe server

ï Posixfile system driver

ÅA new authentication daemon with plugins
ï local users, 

ïActive Directory

ïLDAP  ( NIS

ÅA rehabilitated OSF DCE/RPC stack
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Likewise Open Components

ÅAll are single process, threaded services

Ålwiod ςLikewise I/O Manager

ÅlsassdςLikewise Security Authority

Åsrvsvcd ςServer and Workstation RPC Services

Ånetlogond ςDomain Control locator

Ådcerpcd ςDCE/RPC endpoint-mapper

Åeventlogd ςLocal/Remote logging service

4



Architectural Overview
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Likewise I/O Manager



Likewise I/O Manager

ÅProvides an API inspired by the Windows 
ZwCreateFile(), et. al. interface

ÅMakes use of I/O request packets (IRPs) to 
communicate with drivers

ÅDrivers are loaded at run time by the I/O Mgr core

ïrdr.sys.so ςSMB client file system

ïnpfs.sys.so ςNamed pipe file system

ïpvfs.sys.so ςPOSIX compatible file system

ïsrv.sys.so ςSMBv1 & v2 server protocol head
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I/O Mgr API

ÅIoCreateFile, IoCloseFile

ÅIoReadFile, IoWriteFile

ÅIoDeviceIoControlFile, IoFsControlFile

ÅIoQueryXXXInformation, IoSetXXXInformation

ïFile, Directory, Volume

ÅIoLockFile, IoUnlockFile

ÅIoQuerySecurityFile, IoSetSecurityFile
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Driver Namespace

ÅAll drivers register a supported namespace

ïCƻǊ ŜȄŀƳǇƭŜΣ ά\ǇǾŦǎέ ŀƴŘ ά\ƴǇŦǎέ

ÅThe LwNtCreateFile() Client API call must include the 
driver namespace prefix in the filename.

ïPrefix is stripped by the I/O Mgr before sending the IRP to 
the correct driver

ÅA Win32 compatibility layer can be provided to 
insulate end-user applications

ï9ΦƎΦ /ǊŜŀǘŜCƛƭŜόά\\server\share\ŦƛƭŜΦǘȄǘέύ
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LwNtCreateFile Example

$> test_pvfs  -- cat /pvfs/etc/hosts

## /etc/hosts

127.0.0.1 localhost

127.0.1.1 sequoia.ad.plainjoe.org sequoia

IopIpcCreateFile

IoCreateFile

IopIrpDispatch

IopDeviceCallDriver

PvfsDriverDispatch

PvfsCreateFile

LwNtCreateFile

LwMsg



SRV & NPFS Drivers



SRV.sys.so ςSMB Protocol Head

ÅSupport for SMBv1 and SMBv2

ïNo NetBIOS support (only tcp/445)

ïNTLM 0.12 dialect or later

ÅSupported Clients

ïWindows XP/2003 and later

ïOS X and Linux clients forthcoming

ÅUser mode security

ïDomain member and local authentication
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SRV.sys.so - Architecture
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Lwiod

SMBntcreate&X Example
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DCE/RPC & Named Pipes

ÅNPFS driver implements an in-memory named 
pipe file system

ÅDCE/RPC runtime supports clients and servers 
using the NPFS driver in lwiod

ïRegisters an ncacn_np endpoint for server 
applications using LwNtCreateNamedPipeFile()

ïThe client runtime calls LwNtCreateFile() to open a 
pipe on a remote host
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DCE/RPC Clients & Servers
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